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Abstract—AJax-based Web 2.0 applications rely on stateful asy and client-side run-time of the
DOM tree. This not only makes them fundamentally different from traditional web applications, but also more error-prone and harder to test.

We propose a method for testing AJAX applications automatically, based on a crawler to infer a state-flow graph for all (client-side) user interface states.
We identify AJAx-specific faults that can occur in such states (related to e.g., DOM validity, error /. back-butt )
as well as DOM-tree invariants that can serve as oracles to detect such faults. Our approach, called ATUSA, is implemented in a tool offering generic
invariant checking a plug to add pecific state validators, and generation of a test suite covering the paths
obtained during crawling. We describe three case studies, consisting of six subjects, evaluating the type of invariants that can be obtained for AJAx
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applications as well as the fault revealing capabilities, scalability, required manual effort, and level of automation of our testing approach.
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1 INTRODUCTION

There is a growing trend to move applications towards the
Web. Well-known examples include Google’s mail and office
software comprising spreadsheet, word processing, and calen-
dar applications. The reasons for this move to the web are
manifold:

No installation effort for end-users:

Automatic use of the most recent software version by all
users, thus reducing maintenance and support costs:
Universal access from any browser on any machine with
Internet access. not only to the application but also to
user data:

New collaboration and community building opportunities
as supported by Web 2.0 applications.

For today’s web applications, one of the key technologies
facilitating this move is AJAX, an acronym for “Asynchronous
JAVASCRIPT and XML" [13]. With AJAX., web-browsers not
only offer the user navigation through a sequence of HTML
pages. but also dynamic rich interaction via graphical user
interface components.

While the use of AJAX technology positively affects user-
friendliness and interactiveness of web applications [27], it
comes at a price: AJAX applications are notoriously error-
prone due to, e.g., their stateful, asynchronous, and event-
based nature, the use of (loosely typed) JAVASCRIPT. the
pulation of the browser's Document-Object

client-side mai
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Model (DOM). and the use of delta-communication between
client and web server [27].

In order to improve the dependability of AJAX applications,
static analysis or testing techniques could be deployed. Un-
fortunately, static analysis techniques are not able to reveal
many of the dynamic dependencies present in today’s web
applications. Furthermore, traditional web testing techniques

are based on the classical y
taking into account client side functionality. Recent tools such
as Selenium,! offer a capture-and-replay style of testing for
modern web applications. While such tools are capable of
executing AJAX test cases, they still demand a substantial
amount of manual effort from the tester.

ge request/response model, not

The goal of this paper is to support automated testing of
AJAX applications. To that end. we propose an approach in
which we automatically derive a model of the user interface
(UID) states of an AJAX application. We obtain this model
by “crawling” an AJAX application, automatically clicking
buttons and other Ul-elements, thus exercising the client-
side Ul functionality. In order to recognize failures in these
executions, we propose the use of invariants: properties of
either the client-side DOM-tree or the derived state machine
that should hold for any execution. These invariants can be
generic (e.g.. after any client-side change the DOM should
remain W3C-compliant valid HTML) or application-spec
(e.g.. the home-button in any state should lead back to the
starting state).

C

We offer an implementation of the proposed approach in
an open source, plugin-based tool architecture. It consists of
a crawling infrastructure called CRAWLIAX.2 as well as a
series of testing-specific extensions referred to as ATUSA. We
have applied these tools to a series of AJAX applications. We

1. hup:/selenium.openga.org
2. hup://crawljax.com
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Asynchronougavascpt & XML
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Frameworks for Programming Ajax

A Javascripprogramming
A Using librariesJQuery
A Code generators (Google Web Toolkit)

<a href ="#"
onClick =" OpenNewsPage();">

<span onClick =" OpenNewsPage();">
<divclass ="news">

$(".news").click(function() {
$("#content").load("news.php");

D;




An Ajax Fault Model

A Statefulclient:

A Asynchronous communication;

A Delta updates;
A UntypedJavaScript;

A Clientside DOM manipulation;

A Event handling;
A Timing;
A Back/forward, undo/redo

A Browser dependence
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AFocus on client side GUI logic.

ADifferent fault models / test strategies for

\

server side / database / business etc. logi¢
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Testing Web Applications

Traditional:
A Response& Request
A No client side logic

Capture & Playback:
A Selenium
A Manual effort
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DOM Tree
Event that is fired and odo; /HTML[1)/BODY[1]/DIV[1]/A[1]
causes a state transition @

Add: HTML[1)/BODY[1]/DIV[1}V/DIV[1]/A[1]

Save: HIML[1]/BODY[1)VDIV[1]}/DIV[1)/A[1]/Cancel: HIML[1]/BODY[1]}/DIV[1]/DIV[1]/A[2] fes: /HTMLJ]

Remove; HITML[1]/BODY[1}/DIV[1J/UL[1}VLI[1}VA[1] \WNo: /HIML[1]/BODY[1]/DIV[1]/A[2]
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Steps Involved

Finding (newtlickables
Triggering events
Comparing DOM trees
Recurse

Backtrack

Input data generation

o To To o Do Ix

I
A\ i

ICWE 2008, ACM Tr. Web

Crawling AJAX-based Web Applications through
Dynamic Analysis of User Interface State Changes

ALI MESBAH
University of British Columbia

ARIE VAN DEURSEN
Delft University of Technology

and
STEFAN LENSELINK
Delft University of Technology

Using JAVASCRIPT and dynamic DOM manipulation on the client-side of web applications is becoming a
widespread approach for improving rich interactivity and responsiveness of modern web applications. At the
same time, such techniques, collectively known as AJAX. shatter the metaphor of a web ‘page” on which tra-
ditional web crawlers are based. This paper describes a novel technique for crawling AJAX-based applications
through dynamic analysis of user interface state changes in real browsers. Our algorithm scans the DOM-tree,
spots candidate elements that are capable of changing the state, fires events on those candidate elements, and in-
crementally infers a state machine modeling the various navigation paths and states within an AJAX application.
This inferred model can be used, for instance, in program comprehension, analysis and testing of dynamic web
states, or for generating a static version of the application. In this paper, we discuss our sequential and concurrent
AJAX crawling algorithms. We present our open source tool called CRAWLIAX, which implements the concepts
and algorithms discussed in this paper. Additionally, we report a number of empirical studies in which we apply
our approach 0 a number of open-source and industrial web applications and elaborate on the obtained results.
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DetectingClickables

A Candidateslements:
I HTMltagnames DI V, SPAN,
| attribute constraintsD | V: { ¢ | ansemslitem O }
I Excludedelements:tA: {t 1t ]l e=nl ogou

A Expose each element to real events:
(click, mouseover , dbclick , ¢e)

A DOM changed after click? Element clickable; new state.
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Detecting Stat€Changes

Compare DOM Tree
beforeandafter event

Levenshtein
edit distance
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A Diff does not suffice

A Multiple types of differencegftterns to ignore:
i adefsaz FGGNROdzSasx RIGSaxz GFo

A Every Oracle Comparator strips its own specialized differences
from the DOM and passes the stripped version to the next
comparator.

A Use a simple string comparison at the end of the pipeline.

A Very fast and scalable.



(ListOracleComparator )

v

v

<H1>Todo items</H1>
<A href="#" onclick="addItem() ">Add</A>
<P class='past'">Last update: 22-08 16:43</P>

<H1>Todo items</H1>
<A href="#" onclick="addItem() ">Add</A>

<P class='"today'">Last update: 23-08 13:18</P>

v
( AttributeOracleComparator )

v

v

<H1>Todo items</H1>
<A href="#" onclick="addItem () ">Add</A>
<P class="">Last update: 22-08 16:43</P>

<H1>Todo items</H1>
<A href="#" onclick="addItem() ">Add</A>
<P class="">Last update: 22-08 13:18</P>

( DateOracleComparator )

\ 4

\ 4

<H1>Todo items</H1>
<A href="#" onclick="addItem() ">Add</A>
<P class="">Last update: </P>

<H1>Todo items</H1>
<A href="#" onclick="addItem() ">Add</A>
<P class="">Last update: </P>

String
Comparison




Manage
Data Entry Points

A Default: Enter random data.

A Engineer can provide custom data

/I some fields for which random data isn't ok.
InputSpecification input = new InputSpecification 0;
input.field ("email"). setValue ("steve.jobs@apple.com");
input.field ("email"). setValue ("an -invalid -email - address");

input.field ("username"). setValue (USER_NAME);
input.field ("passwordl"). setValue (PASSWORD);
input.field ("password2"). setValue (PASSWORD);
crawler.setInputSpecification (input);




Implementation:Crawljax

A Open sourcehttp://crawljax.com

A Java, maven]Unit Apache libraries

A Relies orwebdriverto access the browser
I IE, Firefox, Chrome

A Pluginbased architecture
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http://crawljax.com/

?

ProxyServer
Plugin

PreCrawling

. GotolnitialURL
Plugin

Plugin Plugin

b

OnNewState : | OnUrlLoad ]

/

OnRevis!tState ExtractCandidates PreStateCrawling
Plugin Plugln
A \
4 N
Backtrack
- ¥ Y, [ ClickCandidates ]
deeper
OnUrlLoad
" e InvariantViolation
1\ Plugin
( GotolnitialURL
backtrack
AnalyzeDOM
not
finished

[ PostCrawling %\ ( OnNewState ]
Plugln A ko L Plugin
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ExampleMirrorGenerator

import java.io.FileWriter;
import com.crawljax.core.CrawlSession;
import com.crawljax.core.plugin.OnNewStatePlugin;

public class MirrorGenerator implements  OnNewStatePlugin {

public void onNewState(CrawlSession session) {
try { String dom = session.getBrowser().getDom();
String fileName = session.getCurrentState().getName();

FileWriter fw = new FileWriter(fileName, false);
fw.write(dom));
fw.close();

} catch (Exception e) { e.printStackTrace(); }
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