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A ~30fte, including Research
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(PhDstudents,postdocs. Reverse engineering
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s Test Automation?

A What benefits can your technique achieve?

A Within what limits is your technigue
successful?

A2 K| goihg wrong if
move beyond those limits?
A What can we do to move the limit?




Part I. Testing Web Apps to the Limit

I Rinbox (3} - danmeaee

Gmail Calendar Documents Reader Web more v dannyroesti@gmail.com | L | Settings

L ] ) )
Search Mail Search the Wep = 2hewsearch options
M I Create a filter
Gooale

Compose Mail

Archive @ Heport spam | Delete | Mark as read Movetow | Labelsw More actions v Refresh

Select: All, Mone, Read, Unread, Starred, Unstarred

Buzz @@

] me But also very difficult to test

Starred 3¢
Sent Mail [ me This makes pages more user-friendly and interactive
Drafts ] me Pages can be partially updated by using Ajax

synchronous Cmail msn
avascript And “ML Mail Hotmail

by Google



An Ajax Fault Model

A Statefulclient:

A Asynchronous communication;

A Delta updates;
A UntypedJavaScript;

A Clientside DOM manipulation;

A Event handling;
A Timing;
A Back/forward, undo/redo

A Browser dependence
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AFocus on client side GUI logic.

ADifferent fault models / test strategies for

\

server side / database / business etc. logi¢
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Testing Web Applications

Traditional:
A Response& Request
A No client side logic

Capture & Playback:
A Selenium
A Manual effort

Can we push

these lImits?

‘& Selenium IDE *

BEX]

File Edit Options Help

Base URL | htkp: /v, google, comf

Yalue

Target I think record plavback is a wanderful thing

@ Run (O Walk (O step [ | F |°
Editar | Source |
Camman d Target Walue

open !

tvpe q seleniurm IDE rocks!

clickAndwait btnG

clickandait link=Antony Marcan. ..

clickAndwait link=5 commen ks

sssss tTextPresent I think record playba...

Comman d [asser tTextPresent [»]

Log Console




[} My Web Application
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My Web Application
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Todo

[4 ToDo

€ C M senh > W& O F-

Todo
Add an item

Save Cancel

[ ToDo

€ C AN HThe W E O Fr

Todo

¢ dsajkSdh | Remove

Last update: 12-02-2010 12:12:32

€ > C f wwh» WE O F-

Todo

Remove 'dsajkSdh’?

Yes No




DOM Tree
Event that is fired and odo; /HTML[1)/BODY[1]/DIV[1]/A[1]
causes a state transition @

Add: HTML[1)/BODY[1]/DIV[1}V/DIV[1]/A[1]

Save: HIML[1]/BODY[1)VDIV[1]}/DIV[1)/A[1]/Cancel: HIML[1]/BODY[1]}/DIV[1]/DIV[1]/A[2] fes: /HTMLJ]

Remove; HITML[1]/BODY[1}/DIV[1J/UL[1}VLI[1}VA[1] \WNo: /HIML[1]/BODY[1]/DIV[1]/A[2]
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Steps Involved

Finding (newtlickables
Triggering events
Comparing DOM trees
Recurse

Backtrack

Input data generation

o To To o Do Ix
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Crawling AJAX-based Web Applications through
Dynamic Analysis of User Interface State Changes

ALI MESBAH
University of British Columbia

ARIE VAN DEURSEN
Delft University of Technology

and
STEFAN LENSELINK
Delft University of Technology

Using JAVASCRIPT and dynamic DOM manipulation on the client-side of web applications is becoming a
widespread approach for improving rich interactivity and responsiveness of modern web applications. At the
same time, such techniques, collectively known as AJAX. shatter the metaphor of a web ‘page” on which tra-
ditional web crawlers are based. This paper describes a novel technique for crawling AJAX-based applications
through dynamic analysis of user interface state changes in real browsers. Our algorithm scans the DOM-tree,
spots candidate elements that are capable of changing the state, fires events on those candidate elements, and in-
crementally infers a state machine modeling the various navigation paths and states within an AJAX application.
This inferred model can be used, for instance, in program comprehension, analysis and testing of dynamic web
states, or for generating a static version of the application. In this paper, we discuss our sequential and concurrent
AJAX crawling algorithms. We present our open source tool called CRAWLIAX, which implements the concepts
and algorithms discussed in this paper. Additionally, we report a number of empirical studies in which we apply
our approach 0 a number of open-source and industrial web applications and elaborate on the obtained results.

Categories and Subject Descriptors
dia—Navigation; H.3.3 [Informatic
Design Tools and Techniques

H.5.4 [Information Interfaces and Presentati
Search and Retrieval]: Search process; D.2

Hypertext/Hyperme-
Software Engineering]|:

General Terms: Design, Algorithms, Experimentation.

Additional Key Words and Phrases: crawling, ajax. web 2.0, hidden web, dynamic analysis

This is a substantially revised and expanded version of our paper ‘Crawling AJAX by Inferring User Interface
State Changes™ which appeared in the Proceedings of the 8th International Conference on Web Engineering
(ICWE]), IEEE Computer Society, 2008 [Mesbah et al. 2008]. Authors™ address: A. Mesbah is with the de-
partment of Electrical and Computer Engineering, University of British Columbia, 2332 Main Mall, V6T1Z4
Vancouver, BC. Canada. E-mail: amesbah @ece.ubc.ca

A. van Deursen and S. Lenselink are with the Faculty of Electrical Engineering, Mathematics and Com-
puter Science, Delft University of Technology, Mekelweg 4, 2628CD Delft, The Netherlands. E-mail:
arie.vandeursen@tudelft.nl S.R.Lenselink @student tudelft.nl

Permission to make digital/hard copy of all or part of this material without fee for personal or classroom use
provided that the copies are not made or distributed for profit or commercial advantage, the ACM copyright/server
notice, the title of the publication, and its date appear, and notice is given that copying is by permission of the
ACM, Inc. To copy otherwise, to republish, to post on servers, or to redistribute to lists requires prior specific
permission and/or a fee.

(© 2010 ACM 1529-3785/2010/0700-0001 $5.00

ACM Transactions on the Web, Vol. V, No. N, December 2010, Pages 1-077.

11



Implementation:Crawljax

A Open sourcehttp://crawljax.com

A Java, maven]Unit Apache libraries

A Relies orwebdriverto access the browser
I IE, Firefox, Chrome

A Pluginbased architecture
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http://crawljax.com/

?

ProxyServer
Plugin

PreCrawling

. GotolnitialURL
Plugin

Plugin Plugin

b

OnNewState : | OnUrlLoad ]

/

OnRevis!tState ExtractCandidates PreStateCrawling
Plugin Plugln
A \
4 N
Backtrack
- ¥ Y, [ ClickCandidates ]
deeper
OnUrlLoad
" e InvariantViolation
1\ Plugin
( GotolnitialURL
backtrack
AnalyzeDOM
not
finished

[ PostCrawling %\ ( OnNewState ]
Plugln A ko L Plugin
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[ Overview Report +

L C M % filey//D:/crawljax/plugins/crawloverview/overviewplugin/index.html
Initial State Current State: index Toggle Graph Regenerate Graph Zoom: 100% Zoom In Zoom Out Legend: |NEMMSESEE FPrevious state |No state change
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Scalability Indicators

E) ,
) = | 2
] O
5 0 = <
S 2| S| &| &8
= Q Q = = -
O ) @) - A @) A =
Cl 4590 540 16 16 14 3 | A, DIV, SPAN, IMG
C2 24636 1813 33 34 26 2 | A, IMG
C3 262505 150 148 148 498 1 | A
19247 1101 1071 5012 2 | A TD
C4 40282 3808 55 56 77 2 | A, DIV, INPUT, IMG
C5 165411 267 267 145 806 1 | A
32365 1554 | 1234 | 6436 2 | A, DIV
Co 134404 6972 83 79 701 1 | A,DIV




Crawling forTestingPurposes?

A Crawling = Testing?

A Oracle? {
Browser eats all issues # ®

A Leverage derived model 88\
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Invariants as Oracles

A Genericonthe DOMtree state

I validity, error messages in DOM,
accessibility, linkliscoverability, security...

A Generichetweensuccessive DOM states
I Consistent backutton

A Applicationspecific(design) invariants:

I Constraints on specific element and attribute relations
In particular DOM states



