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Software Testing

A An activity to
assess the quality | &
of a system '

A Using simple
scenarios that can ||
be understood ‘




A Each test case is an
executable example
of system behavior

A Each example can
help in stakeholder
communication

A Throughout the full
development cycle




The Set of Examples Is Incomplett

A Too much data
A Too many combinations
A Too many paths

A Properties of interest
fundamentally
undecidable

Ceci nest nas une fufie.



Testing can be Manual or Automatic

Manual Testing Automated Testing

A Clever test case design A Clever test case design

A Interaction with system A Specs, models, & code used
Inspiration for new tests to derive test cases

A Human oracle A Automated oracle needed

A Single test case A Test execution easily
execution repeatable

A Limited data A Massive input data possible

Clearly, we need both



Manual Testing:
Exploratory Software Testing

A Human tester,
I using brain, fingers, & wit
| to create scenarios that
I will cause software either to fail or to fulfill its
mission.

A Take advantage of human cleverng=gionarcn

.. . . TESTING
I No scriptsExploratory Testing i e

i Record test findings as you go

AAAAAA




Exploratory software testing

* is a style of software testing
that emphasizes the personal freedom and responsibility
of the individual tester
to continually optimize the value of her work
by treating
— test-related learning,
— test design,
— test execution, and

— test result interpretation

as mutually supportive activities

that run in parallel throughout the project.

Testing @ QUEST 2008 right © 2008 Cem Kaner




EXPLORATORY
SOFTWARE
TESTING

(T(BSATRICKS ATOURSY g{anJg:me:@

Testing Is about Varying Things: R
Input, State, Paths, Data, Environme}

Input: State

A Atomic versus abstract A History of stimuli

A Input combinations Paths

A Order of inputs A Routes through system
A Legal versus illegal Data

A Input filters & checks A Evolution over months
A Normal versus special Environment
A Default / user supplied A Simulate the real world



EXPLORATORY
SOFTWARE

CKSNTOURSWANDITECHNIQ
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Touring Testing

A Guidebook tour A Use the manual

A Money tour A The moneygenerating features

A Landmark tour A Key features

A After hours tour A Batch functionality

A Museum tour A Legacy features

A Rainedout tour A Start and then cancel operations

A Couch potato tour A Do as little as possible (all defaults)
A Antisocial tour A Known bad inputs

http://blogs.msdn.com/b/james_whittaker/
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Can we change a mosaic,
tile by tile,
in a team of 25+ developers
and keep its structure?

/
An evolving produc

needs automated

testin
\ ) Y
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MobELs, PATTERNS, AND ToOLS

ROBERT V. BINDER

A System model
I Abstraction of system to reason about it

A Fault model
I Likely faults that can be related to system model

A Test procedure
I Systematic steps targeting likely faults via system model

A Adequacy criterion
I Measure to tell to what extent strategy has been applied

14
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Test Adequacy

Functional Structural

A All use cases A All methods

A All decision paths A All statements

A All states A All code branches
A All boundary values A All defuse pairs
A .. A ..

Test adequacy criterion gives risetést obligations.

Testcoverage percentage of obligations that are met.

15



Test Week Objectives

A Write test cases
A Achieve coverage goals

A Create / update models

A Identify relevant test strategies

A Analyze failures to identifyoot cause

A Rethink embedding of testing in dev. cycle
A Rethink design to improve testability

16



Combinatorial Testing

A What to do about the
combinatorial explosion?

M. Grindal J. Offutt, S. Andler
CombinatioriTesting Strategies: A survey.
Software Testing, Verification, aftkliability,
15(2:97-133, 2005

Life Cycle Tests don (2.5 bill. y)

of the Sun Now Planetary Nebula
Gradual Warming

White Dwarf ...
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In Billions of Years (approx.) Sizes not drawn to scale
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GO 081 Geavanceerd zoeken

foekresultaten

Taal

Regio
Bestandsformaat
Datum

Waar
Domein

Gebruiksrechten
SafeSearch

met alle woorden

met de exacte woordcombinatie
met een van deze woorden
zonder de woorden
Alleen pagina’s geschreven in het

Pagina's zoeken in:

Zoektips | Alles over Google

10 resuttaten ||

Input Handling /
Combinational Testing

Alleen |E| resultaten weergeven in het bestandsformaat elk formaat |E|

Pagina's weergeven die zijn bekeken in de

op een willekeurig moment | |

Toon resultaten als mijn zoekopdracht voorkomt op de pagina |E|

Alleen IEI resultaten weergeven van de site of

Resultaten weergeven

@ Geenfilters 0 Gebruik SafeSearch

Pagina-specifiek zoeken

Soortgelijk

Links

Zoek pagina's die lijken op de pagina

Zoek pagina's met link naar de pagina

Specifiek zoeken per onderwerp

nieuw! Google Code Search - Zoeken in openbare broncaode

het domein
Voorbeelden: .org, google.com Meer informatie

die niet zijn gefilterd op licentie E

Voorbeeld: www.google.com/help html

> O~ &~

m




3-Wayvs2-Way Interaction

Windows

Server
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Possible Pairwise Selection

Server DB
Win IS Oracle
Win Apache MySQL
Linux Apache Oracle
Win 1S MySQL

Linux Apache MySQL



Pairwiselest Strategy

A System model: feature diagram
A Fault model: feature interactions

A Procedure:
| Each test case addresses N types of features
I Ensure all 2vay possibilities are addressed
I Unless impossible

A Adequacy:
I Percentage of pairs covered.




o HEXA Define Inputs

Create Tests - Analyze Coverage
MORE COVERAGE. FEWER TESTS.

2-way interactions mean every possible pair of values from different
[ 2-way interactions 3]  parameters are tested at least once (unless the pair was marked
invalid)

Total possible: 6,522,981,580,800 tests

Hexawise Complete Coverage in just: 37 tests

Coverage Analysis for Google Maps ( 2-way Interactions )

% Coverage by Number of Tests
100% [
‘ l
90% {80% at 13 tests
B80%

60% al 7 tesls
V-

50% D"‘o at 4 lests

0 3.1 6.2 93 123 154 18.5 216 247 278 30.8 339 37
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Random versuRailrwise

Assume you neel test
cases to achieve 100%
pairwisecoverage

How high would
pairwisecoverage be for
randomset ofN cases?

- N2 dzy R ¢ ps

Pairwise Testing: A Best Practice That Isn’t

James Bach
Principal, Satisfice, Inc.
jamesi@satisfice.com

Patrick J. Schroeder

Professor, Department of EE/CS
Milwaukee School of Engineering
patrick schroeder@msoe.edu

James Bach (hitp:/ 'www satisfice.com) is a pioneer in the discipline of exploratory software
testing and a founding member of the Context-Driven School of Test Methodology. He is the
author (with Kaner and Pettichord) of Lessons Learned in Software Testing: A Context-Diriven
Approach. Starting as a programmer in 1983, James turned to testing in 1987 at Apple
Computer, going on to work at several market-driven software companies and testing companies
that follow the Silicon Valley tradition of high innovation and agility. James founded Satisfice,
Inc. in 19%%, a test raining and outsourcing company based in Front Roval, Virginia.

Patrick J. Schroeder is a professor in the Electrical Engineering and Computer Science
Department at the Milwaukee School of Engineering in Milwaukee, Wisconsin, Dr. Schroeder
teaches courses in software testing, software engineering, and software project management. Dr.
Schroeder is the current President of the Association of Software Testing, and newly formed
organization dedicated to improving the practice of software testing by advancing the science of
testing and its application. Prior to joining academia, Dr. Schroeder spent 14 vears in the
software industry, including seven vears of at AT&T Bell Laboratories.

Abstract

Pairwise testing is a wildly popular approach to combinatorial testing problems. The number of
articles and textbooks covering the topic continues to grow, as do the number of commercial and
academic courses that teach the technique. Despite the technique's popularity and its reputation
as a best practice, we find the technique to be over promoted and poorly understood. In this
paper, we define pairwise testing and review many of the studies conducted using pairwise
testing. Based on these studies and our experience with pairwise testing, we discuss weaknesses
wie perceive in pairwise testing. Knowledge of the weaknesses of the pairwise testing technique,
or of any testing technique, is essential if we are to apply the technique wisely. We conclude by
re-stating the story of pairwise testing and by warning testers against blindly accepting best
practices.

Bach & Schroeder, 2004




Statecharts

Harel| 1987

Scaleablstate
diagrams

OR &superstates

Do o To  To o

in UML

AND & concurrency
(Partly) incorporated

Science of Computer Programming 8 (1987) 231-274 m
North-Holland

STATECHARTS: A VISUAL FORMALISM FOR
COMPLEX SYSTEMS*

David HAREL
Department of Applied Math ics, The Wei Instirute of Science, Rehovot, Israel

Communicated by A. Pnueli
Received December 1984
Revised July 1986

Abstract. We present a broad extension of the cor ional formalism of state machines and
state diagrams, that is relevant to the specification and design of complex discrete-event systems,
such as multi-computer real-time systems, communication protocols and digital control units. Qur
diagrams, which we call harts, extend ional state-transition diagrams with essentially
three elements, dealing, respectively, with the notions of hierarchy, concurrency and communica-
tion. These transform the language of state diagrams into a highly structured and economical
description language. Statecharts are thus compact and expressive—small diagrams can express
complex behavior—as well as compositional and modular. When coupled with the capabilities
of computerized graphics, statecharts enable viewing the description at different levels of detail,
and make even very large specifications manageable and comprehensible. In fact, we intend to
! ate here that harts counter many of the objections raised against conventional state
diagrams, and thus appear to render specification by diagrams an attractive and plausible approach.
Statecharts can be used either as a stand-alone behavioral description or as part of a more general
design methodology that deals also with the system’s other aspects, such as functional decomposi-
tion and data-flow specification. We also discuss some practical experience that was gained over
the last three years in applying the statechart formalism to the specification of a particularly
complex system.

1. Introduction

The literature on software and systems engineering is almost unanimous in
recognizing the existence of a major problem in the specification and design of large
and complex reactive systems. A reactive system (see [14]), in contrast with a
transformational system, is characterized by being, to a large extent, event-driven,
continuously having to react to external and internal stimuli. Examples include
telephones, automobiles, communication networks, computer operating systems,
missile and avionics systems, and the man-machine interface of many kinds of
ordinary software. The problem is rooted in the difficulty of describing reactive
behavior in ways that are clear and realistic, and at the same time formal and

* The initial part of this research was carried out while the author was consulting for the Research
and Development Division of the Israel Aircraft Industries (1Al), Lod, Israel. Later stages were supporied
in part by grants from TAI and AD CAD, Led.

0167-6423/87,/83.50 @ 1987, Elsevier Science Publishers B.V. {North-Holland)




(UML) State Diagrams

A State

A Transition
A Event

A [Condition]
A /Response
A Initial state

pop() /
EmptyStackExc.
’—’E Empty ]Q
bush(x) pop() [n==1]
[n <prlrj]3?<(1x]) D{ Loaded @ pop() [n>1]
push(x)
[N == maxi] PoP)

oush(x) / dFull }
FullStackExc!
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StateBased Testing Strategy =

A System modelStatechart
A Fault model:

| Incorrect transitions or responses @_'

A Procedure:

ilYyF2ER 2200 Ay (e

I Cover all paths from root to leaf

A Adequacy:
I All roundtrip-paths

Full

Empty3

—

e

A 4

Loaded

Loaded3

Full2

Y



Built-in Testing

A Duringdesign explicitly consider
I Preconditions
I Postconditions
i Class and other structural invariants

A Use assertions to enforce these at run time

I Increasefault sensitivity
and redundancy

I Serve a®racle
for (automated) testing




Design By Contract

A Contract metaphor:
I Contractis an explicit statement of the rights and
obligations between alientand aserver
A Server perspective:

I If you call me and meet myrecondition | ensure
that after returning | deliver a state in which my
postconditionholds

iLT y20X &2dz2QNBE 2V

IEEE Comput@5b, 10, October 1992, pages-80

{ Bertrand Meyer, Applying "Design by Contract",




Base

Invariant: |

{PIM{Q]}

/N

Inheritance as
Subcontracting

Derived

LY @ NRA |y
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Pre, post & invariants in subclass:
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GwSIljdzANB y2 Y2
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A System model: class diagram

A Fault model
I Subtype breaks behavior
A Procedure:
| Parallel class hierarchy for testing
I With specialized factory methods
A Adequacy:

I Every subclass tested in context of
superclasexpectations




Example: Persistence in JHotDraw

_________ Storable | A Drawing framework in
write(Output w); Java
readfinputr); A Play garden for design
AN patterns
____________ 1 A Each figure / drawing
5 Figure Brig - knows how to store /

resurrect itself
AN AN

A www.jhotdraw.org




Factory Method

” @Testvoid  tstWriteRead  {
T Storable s1 = make 0;
. S z‘orab/eTesz‘ Storable s2 = make();
. voidtstWriteRead) e-t-<--------------. File = new File(..);
. Storable make() «< s1.write(output(f));
i | IST6)® i s2.read(input(f));
. booleanequalsTg®-.; .. o
AN equalsTo (s1, s2));
\\\\ \\}\ 7
~ FigureTest | | DrawingTest template method

e —_—_——
- ~

__________ /NN prlmltve

Template
operations  \jethod

~ -
e _—— e =

32
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SRPSingle Responsibility
A One reason for change

OCP OpenClosed

A Implementation open
A Interface closed
LSPLiskovSubstitution
A Behaviorakubtyping

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘

YgeessEnnn®

ISP Interface Segregation
A Multiple interfaces

DIP. Dependency Inversion
A Hollywood

www.objectmentor.com 1

Design Principles and
Design Patterns

Robert C. Martin
www.objectmentor.com

What is software architecture? The answer is multitiered. At the highest level. there
are the architecture patterns that define the overall shape and structure of software

applications'. Down a level is the architecture that is specifically related to the pur-
pose of the software application. Yet another level down resides the architecture of
the modules and their interconnections § promsi . -
akges. components. and classes. It is L
this chapter. e HALL

Our scope in this chapter is quite limitf] Robert C. Martin Series .

principles and patterns that are exposed

[Martin99].

What goes wrong with software? The d

e A Handbook of Agile Software Craftsmanship

pelling. It has a simple beauty that mal{
working. Some of these applications m{
the initial development and into the firg

Architecture and Depe

But then something begins to happen.
bad. An ugly wart here. a clumsy hack
through. Yet. over time as the rotting ¢
accumulate until they dominate the des!
festering mass of code that the develop|

1. [Shawd6]
2. [GOF6]

Robert C. Martin Copyright (¢]

Robert C. Martin

Foreword by James O. Coplien




Contract Styles

Tolerant (= Defensive) Demanding(for client)

A{ SNIBSNJ R2 S a4y QAlSeivétHzauinesAt Gaf &ust
clients! it clients

A Contract includes well A Lean, minimal contract
defined exceptions upon A Non-standard behavior not
non-standard behavior in contract

Al tASYd OFyQu A ddatadtbrehch NIIS NI

A Extensive serveside undefined response

checking A No duplicate checking
A Usually: duplicate checking -

Bertrand Meyer, Applying "Design by Contract",
IEEE Comput@5b, 10, October 1992, pages-80




Testing for Exception:

Ah yte AT HKSeé
he contract
Fault model

Incorrectly raised / thrown
Incorrectly handled / caught

Static Analysis to Support the Evolution of
Exception Structure in Object-Oriented
Systems

MARTIN P. ROBILLARD and GAIL C. MURPHY
University of British Columbia

Exeeption-handling mechanisms in modern programming languages provide 2 means to help soft-
ware developers build robust applications by separating the normal control flow of 2 program from
the control fiow of the program under exceptional situations. Separating the exceptional structure
from the code mssociated with normal operations bears some consequences. One consequence is
that developers wishing to improve the robustness of a program must figure out which exceptions,
ifany, can flow to a point in the program. Unfortunately, in large programs, this exceptional control
flow can be difficult, if not impossible, to determine.

In this am:]e we present a model that encapsulates the minimal concepts necessary for a

to ne e ion fow for object-oriented languages that define exceptions as ob-

jects. Lsmg these concepts, we describe why exception-flow information is needed to build and
evalve robust programs. We then describe Jex, & static analysis tool we have developed to provide
exception-flow information for Java systems based on this model. The Jex tool provides a view of
the artual exception types that might arise at different program points and of the handlers that
are present. Use of this tool on = collection of Java library and spplication source code demon-
strates that the approach can be helpful to support both local and global improvements to the
exception-handling structure of a system.

Categories and Subject Descriptors: [.2.5 [Software Engineeringl: Testing and Debugging—
Error handling and recovery; D.2.3 [Software Engineeringl: Coding Tools and Techniques—
Ohject-oriented program : D.2.7 [Software Engineeringl: Distribution, Maintenance, and
Enhsrcema‘)t—?esfruc.urnﬁ reverse engineering and resmginesring; D.3.2 [Programming
Classifications—Ohbject-oriented languages; D.3.3 [Programming Lan-
guagesl: ]_ars_msa Constructs and Features

Genersal Terms: Languages, Reliability, Verification

Additional Key Words and Phrases: Error handling, exception handling, exception structure, ex-
ception flow, program evolution, static analysis

System modelexception flow

Procedure must addresontrollability:
Stub interfaces to trigger exceptional conditions




Design for Testabllity

A Interfaces _
AcStftZ R2Yy QUG | a

GROWING
OBJECT-ORIENTED

1 4 pd I 4 PN VN v OBJEC A
Al aY201 ¢ 1SS LIEE‘
It | sy oo T

how It IS used SN

I Test cases can set
6 SELISOUF A2YaQ 2y3 Sd3Ic

A Dependency injection

Mocking framework:

http://jmock.org




Fighting Poor Testabllity

EFFECTIVELY
WITH

LEGACY CODE

Michael C. Feathers
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Finale:
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Research at
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