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Abstract

This paper reports on our experience in automatically
migrating the crosscutting concerns of a large-scale soft-
ware system, written in C, to an aspect-oriented imple-
mentation. We present a systematic approach for isolat-
ing crosscutting concerns, and illustrate this approach by
zooming in on one particular crosscutting concern. Addi-
tionally, we compare the already existing solution to the
aspect-oriented solution, and discuss advantages as well as
disadvantages of both in terms of selected quality attributes.
Our results show that automated migration is feasible, and
that adopting an aspect-oriented approach can lead to sig-
nificant improvements in source code quality, if carefully
designed and managed.

1. Introduction

Aspect-oriented software development (AOSD) [14]
aims at improving the modularity of software systems, by
capturing inherently scattered functionality (often called
crosscutting concerns) in a well-modularised way. In or-
der to achieve this, aspect-oriented programming languages
add an extra abstraction mechanism, called an aspect, on
top of existing modularisation mechanisms such as func-
tions, classes and methods.

In the absence of aspects, crosscutting concerns are im-
plemented explicitly using more primitive means, such as
naming conventions and coding idioms (an approach we re-
fer to as the idioms-based approach throughout this paper).
The primary advantage of such techniques is that they are
lightweight, i.e., they do not require special-purpose tools or
languages, are easy to use, and allow developers to recog-
nise the concerns in the code readily. The downsides how-
ever are that these techniques require a lot of discipline, are
particularly prone to errors, make concern code evolution
time consuming and often lead to code duplication [3].

In this paper, we report on a case study involving a large-
scale, embedded software system written in the C program-
ming language, featuring a number of typical crosscutting
concerns implemented using the idioms-based approach.
Our first aim is to investigate how this idioms-based ap-
proach can be turned into a full-fledged aspect-oriented ap-
proach automatically. In other words, our goal is to provide
tool support for identifying the concern in the code, for im-
plementing it in the appropriate aspect(s), and for removing
all idiom traces from the code. Our second aim is then to
evaluate the benefits as well as the penalties of the aspect-
oriented approach over the idioms-based approach. We do
this by comparing the quality of both approaches in terms
of scalability, code quality and maintainability.

This paper is laid out as follows. The next section
presents our approach to the problem of isolating cross-
cutting concerns, together with three adoption strategies.
This approach is illustrated by looking at one particular
concern, parameter checking, explained in Section 3. Sec-
tion 4 presents the domain-specific aspect language we im-
plemented for the parameter checking concern, and Sec-
tion 5 discusses the migration of the idioms-based approach
to the aspect-oriented approach. Section 6 then shows the
results of applying our approach to our case study, allow-
ing us to evaluate the approach and to compare the resulting
AOSD solution to the current solution in Section 7. Finally,
Section 8 discusses related work, and Section 9 presents our
conclusions and future work.

2. Approach
2.1. Overview

The systematic approach we propose for isolating cross-
cutting concerns is illustrated in Figure 1.

The right part of the figure contains the target solu-
tion, in which the crosscutting concern is defined in a well-
modularised way by means of a specification in a aspect-
oriented domain-specific language (ADSL). The ADSL
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code and the pure C are merged together automatically by
means of a code weaver. In order to do this, the ADSL
specification is translated to the general purpose AspectC
language, which then allows us to reuse an existing AspectC
weaver. Note that directly expressing the crosscutting con-
cerns in AspectC is not always feasible or desirable, as we
will see in Sections 4 and 6.

The left-hand side of Figure 1 describes the steps that
make it possible to migrate existing C components to the
ADSL solution.

The key step is the concern verifier, which is capable of
checking the proper use of a coding idiom. It not only de-
tects the locations where the idiom is actually used, but also
identifies deviations, i.e., places where it thinks the idiom
should have been used but for one reason or another was
not. Note that such deviations may be on purpose in cer-
tain cases. Since most coding idioms do not provide mech-
anisms to explicitly indicate intended deviations, we must
rely on a domain expert to separate deviations reported by
the verifier into intended and unintended deviations. This is
the only activity in our approach requiring human interven-
tion.

Subsequently, the results of the verifier are used to gen-
erate the appropriate ADSL and C code. The aspect extrac-
tor uses the locations and deviations to come up automat-
ically with an ADSL specification of the crosscutting con-
cern at hand. The concern eliminator uses the locations to
remove idiom code from the C code automatically. Clearly,
the verifier, extractor, eliminator and translator need knowl-
edge about the concern. Therefor, the approach is concern
dependent, but can be instantiated for many different con-
cerns.

In order to minimise the risk of introducing subtle errors
in the course of the migration, the migrated code obtained
through the ADSL should be as similar as possible to the
original code. This is suggested by the dashed arrow in Fig-
ure 1, which indicates that locations found for idioms can
be reused in the translator in order to put concern code back
at the original position. In Section 5 we will return to this

issue of conservative migration.
2.2. Adoption Strategies

Our tools (concern verifier, aspect extractor, concern
eliminator and ADSL translator) can be adopted in several
ways:

No automated weaving: The tools are used for analysis
purposes only. They assist the developer in verifying
that he used the idiom correctly and consistently. The
tools may produce C code that the developer can copy-
paste into the sources if he chooses so.

The benefit of this approach is that it is low risk: devel-
opers do what they always did, but are now supported
by a concern verifier and an example code generator.

Full automation: All concern code is specified using the
ADSL and is eliminated from the existing code base,
automatically transformed into the DSL, and then wo-
ven back into the C code. New applications directly
use the DSL.

This will generally be considered a high risk endeav-
our, since it implies making modifications to the full
code base.

Hybrid: An aspect-oriented approach is adopted for some
components, while an idiom-based approach is used
for others.

This is possible since the code produced by the aspect-
oriented weaver is fully compatible with the original
idiom.

3. Parameter Checking

3.1. Industrial Context

The system on which we perform our case study is an
embedded system developed at ASML, the world market
leader in lithography systems, where reliability and main-
tainability are key quality attributes. For that reason, ASML
adopted a number of coding conventions. One of them is the
parameter checking concern.

The entire software system consists of more than 10 mil-
lion lines of C code. Our case study, however, is based on
five subsystems, comprising about 160,000 lines of code.

3.2. The Parameter Checking Concern
The requirement for the parameter checking concern is

that each parameter that has type pointer and is defined
by a public (i.e., not declared static) function should be



checked before it is dereferenced. The purpose of such
checks it to improve the reliability and error reporting of
the software system.

The ASML code distinguishes between four different
kinds of parameters: input, output and the special case of
output pointer parameters, and in/out parameters. Input pa-
rameters are used to pass a value to a function, and can be
pointers or values. Output parameters are used to return val-
ues from a function, and are represented as pointers to lo-
cations that will contain the result value. The actual values
returned can be references themselves, giving rise to a dou-
ble pointer. The latter kind of output parameters are called
output pointer parameters. In/out parameters are parame-
ters that are used as both input and output parameters.

The implementation of a check depends on the kind of
parameter. An input parameter should contain an actual
value, i.e., should not be NULL. An output parameter should
point to an existing variable or location, i.e., should not be
NULL. An output pointer parameter may not point to a lo-
cation that already contains a value (in order to reduce the
chance of memory leaks). If these preconditions are not
met, an error value is assigned to a dedicated error variable,
and an appropriate error message is logged. Our tools do
not currently deal with in/out parameters.

Note that the requirement does not specify where exactly
a parameter should be checked. This can be done in the
function itself, or alternatively anywhere in the call graph of
the function, as long as a check occurs before a dereference.

3.3. Coding Idiom Used

Parameter checks occur at the beginning of a function
and are similar to:

if (queue == (CC_queue *) NULL) {
r = CC_PARAMETER ERR;
CC_LOG(r,0, ("%s: Input parameter %s error (NULL)",
"CC_queue_empty", "queue"));

where the type cast depends on the type of the variable
(CC_queue * in this case). The second line sets the error
that should be logged, and the third line reports that error
in the global log file. It is not strictly specified which string
should be passed to the CC_.LOG function. Checks for out-
put parameters look almost the same, except for the string
that is logged. Checks for output pointer parameters look as
follows:

if (*item_data != (void *) NULL) {
r = CC_PARAMETER ERR;
CC_LOG(r,0, ("%s: Output parameter %s may already "
"contain data (!NULL). This data will "
"be overwritten, which may lead to memory "
"leaks.", "queue_extract", "item data"));

The only difference with the previous test lies in the con-
dition of the if, which now checks whether the derefer-
enced parameter already contains some data (! = NULL), and
in the string that is written to the log file.

Parameter checking is representative for several other id-
ioms in use at ASML. Since it is one of the simplest, it is
suitable for conducting first experiments with our approach.

4. A Domain-Specific Language for the Param-
eter Checking Concern

In order to arrive at a more rigorous treatment of parame-
ter checking, we propose an ADSL which we have baptised
PCSL,' the Parameter Checking Specification Language.
In this section we describe the language and correspond-
ing tool support’> — in the next we explain how existing
components can be migrated to this target solution.

Observe that language engineering issues are not the fo-
cus of the present paper. Thus, issues such as interoperabil-
ity with other languages are not considered. Also note that
the language (and the corresponding translator) is not spe-
cific to our case nor to code from ASML.: it can be used in
any other application involving aspects working on parame-
ters (such as pre- and postcondition checking, for example).

4.1. Specification

The idea underlying PCSL is that a developer annotates
a function’s signature, by documenting the specific kind of
its parameters, i.e., either input, output or output pointer.
When a parameter does not require a check, for whatever
reason, this can be indicated as well.

As an example, consider the (partial) specification of
the parameter checking aspect for one of the considered
components, as depicted in Figure 2. It states that the
parameters CC_queue *queue and void **queue_data of
the function CC_queue_peek_front are output and out-
put pointer parameters, respectively, and that parameter
CC_queue *queue of function CC_queue_init is an output
parameter, whereas parameter void *queue_data does not
need to be checked.

The aspect only documents the public functions of the
component, since these are the only ones that need to have
their parameters checked, according to the requirement. Of
course, the actual checks themselves can occur in non-
public functions.

Besides the signature specification, the developer can
specify advice code, i.e., the code that will perform the ac-
tual check. Since this code can differ for the different kinds
of parameters, we allow advice code for input, output and

'PCSL is most easily pronounced pixel.
2The PCSL tools can be obtained by contacting the authors.



output pointer parameters to be specified separately. Al-
though in this paper we do not need it, PCSL also has pro-
visions to express advice code for deviations.

The special-purpose thisParameter variable used in
the advice denotes the parameter currently being consid-
ered by the aspect, and exposes some context information,
such as the name and the type of the parameter and the
function defining it. In this respect, it is similar to the
thisJoinPoint construct in Aspect]. Due to the general-
ity introduced by this variable, we only need to provide
three advice definitions in order to cover the implementa-
tion of the concern in the complete ASML source code. As
a comparison, using the general-purpose AspectC language
directly instead of PCSL would require providing differ-
ent advice code for each parameter. In other words, the
thisParameter variable is one of the main reasons why
we need a domain-specific aspect-oriented language as op-
posed to a general-purpose one.

4.2. Translation to AspectC

PCSL code is automatically transformed into AspectC
code, which in turn is woven with the C code containing
the implementation of the primary functionality (as seen in
Figure 1).

The AspectC weaver we use is a stripped-down variant of
the AspectC language defined by [5]. It has only one kind
of joinpoint, function execution, and allows us to specify
around advice only. Of course, before and after advice can
be simulated easily using such around advice. Figure 3 con-
tains an example that shows how the advice on keyword
is used to specify advice code for a particular function.

The translation is implemented in ASF+SDF [2], a gen-
eral program transformation tool that includes a C grammar,
and proceeds as follows. For each parameter that does not
have the deviation annotation, the translator looks up the
parameter’s kind, retrieves the corresponding advice code,
and expands that code into the actual check that should be
performed.

The expansion phase is responsible for assembling and
retrieving the necessary context information (i.e. setting up
the thisParameter variable), and substituting it in the ad-
vice code where appropriate. At the end, this advice code
will call the original function by calling the special proceed
function, but only if none of the parameters contain an il-
legal value (i.e. the error variable is still equal to the OK
constant).

An illustration of the translation of the specification of
Figure 2 is given in Figure 3. An input and an output pa-
rameter check are added to the CC_queue_empty function
for its queue and empty parameters, respectively.

5. Migration Support

The aspect solution as described in the previous section
can be used when new components are built, as shown in
the right part of Figure 1. However, the majority of the
software development activities at ASML (and, in fact, at
most companies) is not devoted to greenfield engineering,
but to adjusting existing components. In order to achieve
the same benefits for such existing components, we describe
how these can be migrated to an ADSL solution. In partic-
ular, we discuss how concern code can be recognized in the
original implementation, how an aspect can be created from
it, and how the original concern code can be removed from
the C code.

5.1. Concern Verification

The parameter checking concern verifier is used to
“characterise” the source code: it infers where parameter
checks should be present, according to the requirements,
and verifies whether these checks are there. If a check is
present, its location is reported, and if it is not, a deviation
is reported.

The resulting list of deviations is inspected by a domain
expert, who classifies a deviation as either intended or un-
intended. Intended deviations signal parameters that do not
need a check, for example because the function has been
designed such that the value null for the given parame-
ter is meaningful, or because the check is considered too
expensive in a performance-critical function. Unintended
deviations signal a violation to the parameter checking re-
quirement. Note that this manual step is required because
even complex program analysis techniques do not suffice to
recognise an intended from an unintended deviation.

The verifier for the parameter checking idiom has been
developed as a plugin for the CodeSurfer source code analy-
sis and navigation tool 3. CodeSurfer can construct program
dependence graphs for systems written in C, and provides a
programmable interface to navigate through such graphs.

The verifier first extracts the parameter kinds from the
source code. All formal parameters of all user-defined func-
tions are considered, and checked whether they are assigned
somewhere in the function’s call graph. If they are, they
are output parameters, otherwise they are input parameters.
The functionality required for implementing this algorithm,
such as computing the killed set of a parameter (i.e. the lo-
cation in the code where a parameter’s value is overwritten,
if that exists) and the call graph of a function is provided by
CodeSurfer library functions.

Once the parameter kinds are known, the plugin consid-
ers each parameter of a function. It traverses the control

3www.grammatech.com



component CC {

CC_queue_peek_front (output CC_queue *queue, output output-pointer void **queue_data);
CC_queue_empty (input CC_queue *queue, output bool *empty);
CC_queue_init (output CC_queue *queue, deviation void *queue_data);

input advice {

if (thisParameter.name == (thisParameter.type) NULL)

r = CC_PARAMETER_ERR;

CC_LOG(r,0, ("%s: Input parameter %s error (NULL)",

}
}

output advice {

if (thisParameter.name == (thisParameter.type) NULL)

r = CC_PARAMETER_ERR;

CC_LOG(r,0, ("%$s: Output parameter %s error (NULL)",

}
}

output-pointer advice {

{

thisParameter.function.name, thisParameter.name));

{

thisParameter.function.name, thisParameter.name));

if (*thisParameter.name != (thisParameter.type*) NULL) {

r = CC_PARAMETER_ERR;

CC_LOG(r,0, ("%s: Output Pointer parameter %s error"

}

thisParameter. function.name, thisParameter.name));

Figure 2. PCSL specification of the parameter checking concern

int advice on (CC_queue_empty) {
int r = 0K;
if (queue == (CC_queue *) NULL) ({
r = CC_PARAMETER_ERR;

CC_LOG(r,0, ("%s: Input parameter %s error (NULL)",

if (empty == (bool *) NULL) {
r = CC_PARAMETER_ERR;

CC_LOG(r,0, ("%s: Output parameter %s error (NULL)",

}
if (r == OK)

r = proceed();
return r;

"CC_queue_empty",

"queue")) ;

"CC_queue_empty", "empty"));

Figure 3. AspectC code generated for the PCSL specification

flow graph of the function in order to verify whether a pa-
rameter check is encountered before the parameter is deref-
erenced. When parameters are passed on to other functions,
the plugin considers the control-flow graph of those other
functions as well. Since following such inter-procedural
paths is time consuming, we employ caching to ensure each
path is followed only once.

5.2. Aspect Extraction

Since the verifier exactly finds out which parameters
need to be checked and what their kind is, we can use its
output to generate a PCSL specification automatically for
the verified component.

The PCSL code to be generated consists primarily of the
signature declarations indicating the kind of each parameter.
The actual advice code for the three kinds does not differ
per parameter, and can be simply appended to the generated

signatures.

For convenience, we implemented the aspect extrac-
tor as an extension to the concern verifier, i.e., also as a
CodeSurfer plugin.

5.3. Concern Elimination

Besides extracting the aspect specification, the code
originally implementing the concern has to be removed
from the source code as well.

The locations obtained by the verifier indicate where the
parameter checks occur, and could be used for this pur-
pose. Although line numbers for relevant statements are
thus available, the precise start and end points of the check-
ing code are not always known. For example, brackets of
compound statements are not included in CodeSurfer’s code
representation.




In order to solve this issue, we implemented a param-
eter checking eliminator in ASF+SDF [2]. Transforma-
tions recognise parameter checking code that obeys the cod-
ing idiom explained in Section 3, and subsequently remove
such code.

Although the concern eliminator obtained in this way
works perfectly well, it is somewhat unsatisfactory as it ef-
fectively re-implements (a small) part of the verifier, namely
the part recognising existing checks. We are currently look-
ing at techniques to integrate the program analysis capabil-
ities of CodeSurfer with the program transformation capa-
bilities of ASF+SDF.

5.4. Conservative Translation

Besides straightforward translation (i.e., adding a check
for each input, output and output pointer parameter in each
public function), the PCSL translator also implements con-
servative translation: it can define an AspectC aspect that
reintroduces the parameter checks at exactly the same loca-
tions as where they were found originally. Naturally, this
is only possible for parameters that were already checked
originally.

Conservative translation is based on information ob-
tained from the verifier (as explained above and indicated
in Figure 1). Four different situations occur for a parameter
p of a function f:

1. the parameter p was checked in function f;
2. the parameter p was checked, but not in function f;

3. the parameter p was not checked, but was registered as
an unintended deviation,;

4. the parameter p was not checked, but was registered as
an intended deviation.

In the last case, nothing needs to be done as no check
is needed. In the second case, the function where p was
checked is fetched, and we end up in case 1. In the first and
third case, a check for p is added to f.

6. Case Studies

In this section, we present the results of running our tools
on selected ASML components. The next section then dis-
cusses the lessons learned based on these results.

6.1. Intended and Unintended Deviations
An overview of the parameter checking verifier results

is provided in Table 1. The top half of the table lists sys-
tems for which the results have been discussed with system

deviations unintended intended

detected deviations deviations

CC1 (3 kLoC) 8 0 8
CC2 (19kLoC) 65 58 7
CC3 (12 kLoC) 23 16 7
CC3 (98 kLoC) 53 41 12
CC4 (14.5 kLoC) 31 24 7
CC5 (15 kLoC) 5 4 1

Table 1. Parameter checking results

developers, and for which we have accurate figures on the
intended versus unintended deviations.

As can be seen, our verifier reports that 32 of the parame-
ters of the CC1 component must be checked (recall that only
pointers need to be checked). 8 deviations are reported, all
of which are considered to be intended deviations. For the
CC2 component, 238 parameters need to be checked, 65
of which are reported as deviations, and manual inspection
eliminated 7 intended deviations. Due to timing constraints,
results for the CC3 component are only confirmed for a 12
kLoC subset. 23 deviations are reported, 16 of which are
unintended.

The bottom half of Table 1 lists systems to which we
have applied our tools, but for which we do not have con-
firmed figures on the number of (un)intended deviations.
The figures listed are estimates, obtained by extrapolating
the results from the top half of the Table, which indicate
that 74 out of 96 (77%) deviations are considered unin-
tended. Thus, we predict that 69 unintended deviations will
be present in the remainder of the CC3 component and in
the CC4 and CCS5 components.

6.2. Coding Idiom Conformance

The verifier recovers all parameter checks from the code,
which allows us to assess how consistent the various de-
velopers have implemented the coding idiom explained in
Section 3.3.

Most components implement the checks in the same
way, but each component logs different strings, even for the
same parameter error. The CC1 component logs two dif-
ferent strings, for instance, and the CC2 component logs 30
different strings. The CC3 component and the CC4 com-
ponent log 15 and 5 strings, respectively, whereas the CC5
component does not log any string. This is due to the fact
that it does not contain any parameter checks. The com-
ponent defines few public functions and hence requires few
checks, which do not seem to be implemented.

The reason CC2 uses many more strings than the other
components is due to the fact that the logged errors in CC2
are specific to the kind of parameter, whereas other compo-
nents use generic strings.



|| cc1 | cc2 | €c3 | cc4 | ccs

Original C code 56 961 456 133 0
PCSL code 46 132 787 166 75
AspectC code 122 1200 1214 272 223

Table 2. Lines of code figures for various pa-
rameter checking representations

6.3. Code Size

Table 2 shows the difference measured in lines of con-
cern code * between the idioms-based, PCSL and As-
pectC approaches. Surprisingly, we found that using an
aspect-oriented approach, based on a domain-specific or
on a general-purpose aspect language, does not necessar-
ily reduce the code size of the components. This contrasts
sharply with an often (informally) claimed benefit of aspect-
oriented software development.

For the PCSL approach, we see that the code size of the
CC2 component is reduced significantly, but that this is not
the case for the other components. The CC3 specification
has 72% more lines of code than the original C code. The
reason is that the number of parameter checks in CC3 is
relatively low compared to the number of parameters that
need to be checked, but that in PCSL all (public) function
signatures should be annotated. This situation is even more
apparent for the CC5 component, which does not imple-
ment any checks, whereas the PCSL specification consists
of 75 lines of code. We will further discuss this issue in
Section 7.3.

With respect to the AspectC solution, we observe that all
aspects, except the CC5 aspect, require more lines of code
than the idioms-based approach. In other words, it requires
an extra amount of code to implement, and contains just as
much duplication as the idioms-based approach (as shown
in Figure 3). Admittedly, our AspectC code is generated
and does not try to factor out commonalities using generic
pointcuts. This is very difficult to achieve with generic lan-
guages such as Aspect] or AspectC, because they currently
lack the necessary features and flexibility for implementing
concerns such as parameter checking [1].

7. Evaluation

This section reflects on the lessons learned when apply-
ing our approach to the ASML components and when com-
paring the idioms-based approach with the aspect-oriented
approach.

“Including whitespaces.

7.1. Scalability

The idioms-based approach does not scale.

The results of running the parameter checking verifier
show that most of the reported deviations are unintended de-
viations. These results prove that our verifier is reliable and
worthwhile to consider in a code reviewing activity. Addi-
tionally, this shows that the idioms-based approach is error-
prone and does not scale, even for simple concerns, and that
amore rigorous treatment for parameter checking is needed.

We can only speculate about the reasons why so many
unintended deviations are present. The following factors
seem to be important:

e The size of the component. The smallest component
(CC1) contains no deviations, whereas the largest com-
ponent (CC3) contains the most deviations;

e The age of the component and the amount of evolu-
tion it has undergone. The CC1 component was rede-
veloped completely recently, whereas CC3 is already
quite old and has undergone many changes;

e The number of programmers working on the compo-
nent. Components developed by a small team of de-
velopers do not exhibit many unintended deviations,
whereas components developed by many different de-
velopers show many more deviations.

e The cost of adding a check manually compared to the
benefits it may provide to the developer. The potential
benefits of the check are not experienced by the devel-
opers themselves, but by potential clients of the com-
ponent who would be helped with a parameter warning
upon improper use of the function.

More work is required to pinpoint which of these factors
influences the results the most.

7.2. Code Quality

An AOSD approach improves code quality by
minimising code duplication, improving unifor-
mity and understandability and reducing scatter-
ing and tangling.

Minimising Code Duplication In a separate experi-
ment [3], we evaluated the amount of code duplication in
a number of crosscutting concerns in the CC2 component,
among which the parameter checking concern. The results
confirm the common belief that the idioms-based approach
leads to a large amount of duplication. The specific reason
for the duplication is that, due to the crosscutting nature of



the code, reuse of that code is not possible in ordinary pro-
gramming languages, since it doesn’t fit in a module.

By using aspect-oriented techniques, however, reuse be-
comes possible again. This is reflected by the fact that in
our PCSL specification of the parameter checking concern,
the advice code for each kind of parameter is specified only
once and can be reused.

Note that we specifically devised PCSL with maximal
reuse of advice code in mind. Using a current-day general-
purpose aspect language would make it much harder to
reuse the code and avoid duplication, however. This is dis-
cussed in [4] and shows that simply using AOSD tech-
niques will not necessary reduce (crosscutting) code dupli-
cation.

Improving Uniformity The results in Section 6.2 show that
the coding idiom for parameter checking is not strictly ad-
hered to. Although uniform checks are not that important,
uniform error strings are. Those strings are used by auto-
mated tools, that reason about the logged errors in order to
identify and correct the primary cause of a particular error.
The idioms-based approach clearly aggravates this task.

In the AOSD solution, the advice code specifies how
a parameter should be checked, and this code is specified
only once for each component, and reused afterwards. Con-
sequently, all parameters of a component are checked and
logged in the same way.

Improving Understandability As the number of intended
deviations is limited, documenting such exceptions is im-
portant. For example, we observed that most intended de-
viations for output pointer parameters are due to the param-
eter being used as a cursor when iterating over a compos-
ite data structure. Since the parameter points to an item in
the list, it doesn’t matter that it’s value is overwritten, and
hence, no output pointer check is needed. With the idioms-
based approach, such information is only implicitly present
in the source code, and is thus easily overlooked. Explic-
itly capturing such information in an aspect improves the
understandability of the code.

Reducing Scattering and Tangling

The parameter checking concern is clearly scattered over
many different functions and files, since many functions im-
plement the idiom. The aspect-oriented solution cleanly
captures the concern in a modular and centralised way in
an aspect, and thus removes the scattering all together. This
also eliminates the tangling that is present in the C solution:
without PCSL, many functions start with approximately five
lines per parameter. This code is unrelated to the key con-
cern to be handled by the function, and causes unnecessary
distraction for the developer.

7.3. Maintainability

An AOSD approach introduces additional main-
tainability risks.

A potential risk when separating the aspect code from
the base code is that the two get out of sync: when a com-
ponent evolves, its associated aspects do not. This is an
important issue, as our experience suggests that developers
are reluctant to adopt a new technology when it introduces
additional risks of inconsistency.

The simple remedy we adopted is to include sanity
checks in the ADSL translator, which can warn about non-
existing functions and parameters, or non-matching signa-
tures. The result is certainly more consistent than the cur-
rent practice, which is to include parameter kind declara-
tions in comments that are not automatically processed.

A complementary solution came up when talking to
ASML developers. They suggested that the function sig-
nature annotation and advice code specification can best be
separated. The rationale is that the advice code almost never
changes, but the annotations will change more frequently.
Additionally, they suggested to allow annotations only for
parameters that do not need to be checked. The majority of
the functions behaves normally with respect to the idiom,
and does not need annotation, since we can infer parame-
ter kinds automatically from the source code. As such, the
required lines of code for the PCSL specification will be
reduced significantly.

In a future version of PCSL, we will thus allow devel-
opers to specify intended deviations inside structured com-
ments, near the function definition itself, whereas the advice
code will still be defined in a separate file. This might still
introduce consistency problems: a parameter that deviates
from the idiom in one version of the software might ad-
here to the idiom in the next, and vice versa, which requires
the developer to update the annotation. This situation will
not occur frequently, however, because deviations are scarce
and occur only in very specific circumstances (such as for
example, a cursor in a list). Additionally, we believe devel-
opers will be motivated to keep the annotations in sync with
the current implementation, as this helps them to achieve a
correct parameter checking concern in a rather easy way.

7.4. Change Management

Adoption of AOSD requires different adoption
scenario’s and change management.

We have observed that (ASML) developers are reluctant
toward adopting a new and (for them) largely unknown so-
lution. The same situation probably occurs in other software
companies, and with other tools.



The different adoption strategies incorporated in our ap-
proach are expected to alleviate this problem. We expect
that the adoption of our techniques will start with a non-
weaving approach only. Once developers and managers get
familiar with the use of PCSL and the parameter checking
verifier, we expect that they will get interested in using au-
tomated weaving for certain components, thus adopting the
hybrid approach. After this has been successful for a sig-
nificant number of components, we anticipate a migration
effort to the fully automated approach, thus eliminating the
need for any hand-written parameter checks.

8. Related Work

Our parameter checking verifier resembles tools that ver-
ify the quality of the source code. A number of tools for
this purpose have been developed over the years, [12, 18].
Most of them are only able to detect basic coding errors,
such as using = instead of ==, and are incapable of en-
forcing domain-specific coding rules. More advanced tools
exist [8, 13, 16, 19], but these are restricted to detecting
higher-level design flaws in object-oriented code. Tools
which are capable of checking custom (domain-specific)
coding rules are described by [7] and [9].

There is also some similarity with tools from the area of
plan recognition [20, 6]. Such tools are parameterised with
a library of “program plans”, typical ways of solving known
programming problems, which bear some resemblance with
our idioms. Plans are typically described by data or con-
trol dependencies, as done, for example in [6] to charac-
terise leap year computations in Cobol code. The recog-
niser can then search for plan instances in a code base. In
our case we decided to characterise the idioms in Scheme
as a CodeSurfer plugin, which provided the necessary flex-
ibility and was readily available.

The work described in this paper has some similarities
with work done by Coady ez. al. [5], who describe how
they identified prefetching code in the FreeBSD OS kernel,
and propose a new solution in terms of AspectC. Their work
does not focus on a general approach for isolating crosscut-
ting concerns, since they restructured the code manually in
an ad-hoc way.

A number of other studies have investigated the applica-
bility of aspect-oriented techniques to various (domain spe-
cific) crosscutting concerns. [17] proposes guidelines for
preparing the code for isolating concerns and performing
the necessary restructurings. [15] targets exception detec-
tion and handling code in a large Java framework. Both
works discuss advantages of using AOSD, such as reduced
code duplication and improved cohesion, and discuss some
particular limitations of using Aspect]. In [15], the aspect
solution does reduce the code size, contrary to our findings.

An approach to refactoring which specifically deals with

tangling is presented by Ettinger and Verbaere [10]. Their
work shows how slicing techniques can help automate re-
structuring of tangled (Java) code, and could be a good
candidate to include in our approach, when we are dealing
with more complex concerns. [11] provides a more general
discussion of both refactoring in the presence of aspects,
and refactoring of object-oriented systems toward aspect-
oriented systems.

9. Concluding Remarks

Contributions The key contribution of this paper is
a systematic approach for isolating crosscutting concerns
from existing source code. We illustrated the effective-
ness of this approach by considering the parameter checking
concern, which resulted in:

1. a proposal for PCSL, a domain-specific language for
implementing concerns dealing with parameters;

2. insight into the use of the idioms-based approach in an
industrial setting, which showed its shortcomings: the
approach does not scale and leads to inconsistencies;

3. insight into the benefits and pitfalls of the AOSD ap-
proach: improved source code quality at the cost of
additional maintainability issues and required change
management and adoption strategies.

Future Work The focus of this paper is on a specific
concern (parameter checking) in five components from the
ASML source code. We are presently extending the scope
of our work in various directions:

e We are in the process of applying this approach to a
larger number of components within ASML;

e Parameter checking is a concern that is interesting out-
side ASML as well. Our approach is mostly generally
applicable. The only ASML-specific elements are lo-
calised in (1) the places in the verifier where existing
checks are recognised; and (2) the specific advice spec-
ified in the ADSL. Both can be easily changed, making
the approach applicable to, for example, open source
systems in which parameter checking advice should
consist of C assert statements.

e The next concern on our list is error handling. This
concern is significantly more complicated than param-
eter checking (its implementation being much more
tangled). However, it turns out that exactly the same
approach (albeit it with different underlying algo-
rithms and analysis techniques) can be applied, includ-
ing a verifier, DSL, and migration tools.
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